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NAMATKA
"O MEPAX BE3OMACHOTIO NCMOJIb3OBAHNA BAHKOBCKUX KAPT"

CobntogeHue pekomeHaaumii, cogeprawmxca B MamaAtke, No3BoAUT obecneynTb MakCUMasIbHYIO
COXpPaHHOCTb 6aHKOBCKOM KapTbl, ee pekBu3uTos, MNH 1 apyrux AaHHbIX, @ TaK¥Ke CHU3UT BO3MOXKHbIe
PUCKM MpPU COBEPLUEHMW OMepauMint C Ucnonb3oBaHMEM 6aHKOBCKOM KapTbl B 6aHKomate, npu
6e3HaIMYHOM onaaTe TOBAapOB M YCAYT, B TOM YMCe Yepes ceTb MIHTepHeT.

Obuwme pekomeHaaUNn

1. Hukorga He coobuwgaunte MUH TpeTbMm AnLAM, B TOM YUC/IE POACTBEHHMKAM, 3HAKOMbIM,
COTPYAHMKAM KpeauTHOW OpraHMsaumu, Kaccupam W Auuam, nomoralowmm Bam B MCNonb30BaHUM
6aHKOBCKOM KapTbl.

2. MNH HeobxoAMMO 3aNOMHUTL UM B C/lydae, ecn 3TO ABAAETCA 3aTPYAHUTENbHbIM, XPaHUTb
€ro otAaenbHO oT 6aHKOBCKOM KapTbl B HEABHOM BUAE W HEAOCTYNMHOM AN TPETbUX UL, B TOM uYmncie
POACTBEHHUKOB, MecTe.

3. Hukoroa HWM NpU KakMx 0OCTOATEeNbCTBAX He MnepeaaBanTe OaHKOBCKYKD KapTy Aas
NCMNO/Ib30BaHUA TPETbUM JINLAM, B TOM YnUCie POoACTBEHHMKAM. Eciv Ha B6aHKOBCKOM KapTe HaHeceHbI
dammnma n uma GM3nYecKoro mua, To TONbKO 3TO dM3MYEeCcKoe NNLO MMeeT NpPaBo WMCMOAb30BaTb
H6aHKOBCKYIO KapTy.

4, Mpu nonyyeHUM 6GAHKOBCKOW KapTbl pacnuwmTecb Ha ee OBOPOTHOM CTOPOHE B MeCTe,
npegHasHayeHHOM AN NoAnucK AeprKaTens 6aHKOBCKOW KapTbl, €C/IM 3TO NPeayCMOTPEHO. ITO CHUIUT
PUCK MCNoNb30BaHMA 6aHKOBCKOM KapTbl 6e3 Balero cornacua B ciyyae ee yTpartbl.

5. byabTe BHMMaTeNbHbl K YCAOBUAM XPaHEHUA M MCNO/Mb30BaHMA 6HaHKOBCKOW KapTbl. He
nogsepraite 6OaHKOBCKYID  KapTy  MEXaHW4YeCKUMm, TemnepaTypHbiM U 3/1€KTPOMAarHUTHbIM
BO34eNCTBMAM, a TaK}Ke n3beraliTe nonagaHua Ha Hee Bnarn. baHKOBCKYHO KapTy He/b3A XpaHUTb PALOM
€ MOBUAbHbIM TenePoHOM, 6bITOBON N OPUCHON TEXHUKON.

6. TenedoH KpegUTHOW OpraHM3aUMKM - SMUTEHTA BAaHKOBCKOW KapTbl (KpeauTHOW opraHusaumu,
BblaaBLllei 6GaHKOBCKYO KapTy) YKa3aH Ha 060pOoTHOWM cToOpoHe 6aHKOBCKOM KapTbl. TaKKe HeobxoamMmo
BCEraa MMeTb Npu cebe KOHTaKTHble TeNedOHbl KPeaUTHON opraHM3aumm - SMUTEHTa GaHKOBCKOW KapTbl
M HOMep GaHKOBCKOW KapTbl Ha ApPYrnx HocuTenax MHGOPMaUMK: B 3aNUCHOM KHUMKKE, MOBUIbHOM
TenedoHe U/Man Apyrux HocMTeNAax MHPOPMaLMK, HO He PAZOM C 3anucbto o MNH.

7. C uenbio NpeaoTBpalleHUAa HemnpaBOMEPHbIX AENUCTBMIA MO CHATUIO BCEM CYMMbl AEHEMHbIX
cpeacTs ¢ BaHKOBCKOro cyeta LenecoobpasHO YCTaHOBUTb CYTOYHbIA MMUT Ha CYMMy onepauuii no
6aHKOBCKOM KapTe M OAHOBPEMEHHO MOAKAOYUTb SNEKTPOHHYIO YCAYry ONOBeLWeHMs O NPoBeAeHHbIX
onepaumax (Hanpumep, onoseLLeHne NnocpeacTsom SMS-coobLEeHNI AN MHBIM COCOBOoM).

8. Mpu nonyyeHnn nNpocbbbl, B TOM YMCNE CO CTOPOHbI COTPYAHWMKA KPeaMTHOM OopraHv3auuu,
COOBLWMNTL MepcoHanbHble AaHHble UAM MHbOpMmauMio 0 BaHKOBCKOM KapTe (B Tom umcne MUH) He
coobuwainte ux. MNepe3BoHUTE B KPEAMUTHYIO OPraHU3aumio - SMUTEHT GAHKOBCKOW KapTbl (KpeauTHyHo
OpraHM13aLMIo, BblAaBLIYIO BAHKOBCKYHO KapTy) 1 cooblmTe 0 gaHHOM dakTe.

9. He pekomeHZyeTca OTBeYaTb HA 3/IEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KpeguTHOWM
opraHusaumMm (B TOM 4MCNe KPeauTHOM OpraHuM3aumMmM - aMUTEHTa GaHKOBCKOW KapTbl (KpeauTHOM
opraHusaumu, Bbiaasluein 6aHKOBCKYIO KapTy)) npeanaraetca NpeaoCcTaBuTb NeEPCoHanbHble AaHHble. He



cnenyiite no "ccbinkam", yKasaHHbIM B MMCbMax (BKAOYAs CCbIJIKM Ha CalT KpeaUTHOM opraHusaumm),
T.K. OHW MOFYT BECTM HA CAWTbI-ABOMHUKMU.

10. B uenax nMHGOPMaLUMOHHOIO B3aMMOAENCTBUS C KPEeAUTHOM OpraHusaumen - 3MUTEHTOM
6aHKOBCKOM KapTbl (KpeaAuTHOW oOpraHusauumu, BblAaBlleit 6aHKOBCKYID KapTy) peKkomeHayeTcs
NCNO/b30BaTbh TONLKO PEKBM3UTLI CPEACTB CBA3U (MOBUIbHbLIX M CTaUMOHapHbIX TenedoHoB, $aKcos,
MHTEPaKTUBHbIX Web-caliToB/nopranos, 06bIMHON M 3NEKTPOHHON MOYTbI M NP.), KOTOpble yKasaHbl B
[OKYMEHTaX, NoYYEHHbIX HENOCPEACTBEHHO B KPeAUTHOM OpraHM3aLmnm - SmuteHTe 6aHKOBCKOM KapTbl.

11. NomHUTe, YTO B cnyyae packpbiTva MUH, nepcoHanbHbIX AaHHbIX, YyTPaTbl OBAHKOBCKOM KapThbl
CYLLEeCTBYET PUCK COBEPLUEHUA HEMNPaBOMEPHbIX AENCTBUA C AEHEXHbIMM CpeacTBaMuM Ha Bawem
6aHKOBCKOM CYETE CO CTOPOHbI TPETbUX N,

B cnyyae ecanm umeloTcA NpeanonolKeHus o packpbituu MWH, nepcoHanbHbIX AaHHbIX,
No3BO/IAIOLLMX COBEPLUUTL HEnpaBOMEpPHble AelCTBMA C BaliMm GaHKOBCKMM CUYETOM, a TaK¥Ke ecau
6aHKoBCKanA KapTa bblna yTpavyeHa, HeobxoANMMO HeMedeHHO 06pPaTUTLCA B KPEeAUTHYIO OPraHM3aLMUIo -
SMUTEHT H6aHKOBCKOW KapTbl (KpeauTHYI0 OopraHu3auumio, BblAaBlyo BaHKOBCKYO KapTy) U cnegosaTtb
YKa3aHMAM COTPYAHWMKA AAHHOW KpeguTHOM opraHmsaumu. 1o mMomeHTa obpalieHMA B KpPeauTHYHo
OpPraHU3aLmio - SMUTEHT BAHKOBCKOM KapTbl Bbl HeceTe PUCK, CBA3aHHbIA C HECAHKLMOHUPOBAHHbIM
CNMCaHMEM [OEHEeXHbIX cpeacTB c Bawero 6aHKOBCKOro cyeta. Kak npaBwW/io, COMNacHO YCA0BUAM
[OroBopa C KPeauMTHOW oOpraHusaumer - smMUTEHTOM OaHKOBCKOM KapTbl [EHEXKHble CpejacTBa,
CnucaHHble ¢ Balwero 6aHKOBCKOro cyeTa B pesy/ibTaTe HeCaHKLMOHWPOBAHHOIO NCMOb30BaHNA Bawelt
6aHKOBCKOM KapTbl A0 MOMEHTa yBeAOM/EeHUs 06 3TOM KpeauTHOW oOpraHuM3auuM - 3MMUTEHTa
6aHKOBCKOM KapTbl, He BO3MELLAOTCA.

PekomeHAaUMKN NPU COBEPLLEHNM ONepaumit
c 6aHKOBCKOW KapToi B baHKoMmaTe

1. OcywectBnainTe onepaunm c Mcnosb3oBaHMem 6aHKOMATOB, YCTAHOBAEHHbIX B 6e30MacHbIX
MecTax (Hanpumep, B rocyAapCTBEHHbIX YUYPEKAEHUAX, NnogpasaeneHnax 6aHKoB, KPYMNHbIX TOProBbIX
KOMM/IEeKcax, roCTUHMLAX, a3ponopTax M T.n.).

2. He ucnonb3yiiTe ycTpoiicTBa, KoTopble TpebytoT BBoaa MNWH ana gocTyna B nomelleHune, rae
pacnonoxeH 6aHKomar.

3. B cnydyae ecan nobamMs3octn oT BaHKOMaTa HaxoAATcA NOCTOPOHHME /vua, cnedyeT BbibpaTh
6osiee noaxoasiiee Bpems 4/1A MCNO/b30BaHUA GaHKoMaTa MM BOCMO/1b30BaTbCA APYrMm 6aHKOMaTOM.

4. MNepeg, Ncnonb3oBaHMeM BaHKOMaTa OCMOTPUTE ero Ha Ha/iuume SOMOJHUTENbHbIX YCTPOMCTB,
He COOTBETCTBYIOLLMX Ero KOHCTPYKLMM M PacnofioXKeHHbIX B MecTe Habopa MUH 1 B mecTe (npopesb),
npegHasHayeHHOM Aaa Npuema KapT (Hanpumep, HaiMuMe HEPOBHO YCTAaHOB/IEHHOW KJ/aBWaTypbl
Habopa MWNH). B ykazaHHOM Cny4Yae BO34EPKUTECH OT UCMO/Ib30BaHMA Takoro baHKomara.

5. B cnyyae ecau Knaematypa MAM MeCcTO AAA npuema KapT 6aHkomaTa o6opyaosaHbl
AOMONHUTENbHBIMWA  YCTPOMCTBAaMM, HE COOTBETCTBYIOLLMMM €ro KOHCTPYKUWUW, BO3AEPKUTECH OT
MCMNONb30BaHWA 6aHKOBCKOM KapTbl B JaHHOM 6aHKomaTe M COooblMTe O CBOMX NOAO03PEHUAX
COTPYAHVKaAM KpeauTHOM opraHmsauum no tenedoHy, ykasaHHoOMy Ha baHKomare.

6. He npumeHaiTe ¢u3Myeckyto cuay, 4Tobbl BCTaBUTb BAHKOBCKYKO KapTy B 6aHKomaTt. Ecau
H6aHKOBCKasA KapTa He BCTAB/AETCA, BO34EPHKMUTECH OT MCNOJIb30BAHMA TaKoro baHKomara.

7. Habupaite MNH Takmm obpasom, 4Tobbl Nt04M, HaxoaalMeca B HENOCPeACTBEHHOW 6aM30CTH,
He cmorau ero yeuaeTb. Mpu Habope MUH npuKpbiBaliTe KNaBmnaTypy PyKoii.

8. B cnyyae ecnm b6aHKomaT paboTaeT HEKOPPEKTHO (Hanpumep, AOAroe Bpems HaxoauTca B
peXxmnme OXMAaHMsA, CaMONPOM3BONLHO MepesarpyKaerca), cieayeT OTKa3aTbCA OT MCMO/b30BaHUA



Takoro 6GaHKomMaTa, OTMEHUTb TEeKyLlyl Ofnepauuio, HaxaB Ha KaaBuatype KHomky "OTmeHa", wu
O0KAaTbCA BO3BpaTa 6AHKOBCKOM KapTbl.

9. Mocne nonyyeHUs HaMUYHbIX AEeHEXKHbIX CPeAcTB B baHKOMaTe cneayeT nepecymTaTb 6GaHKHOTbI
nosMcTHo, ybeamTtbcs B TOM, YTO GaHKOBCKasi KapTa Oblna Bo3BpaweHa H6aHKOMATOM, AOMKAATbCA
Bbl4auM KBUTAHUMKM MPU ee 3anpoce, 3aTeM NOMOKUTb UX B CYMKY (Kolenek, KapmaH) 1 To/IbKo nocne
3TOro OTX04MTb OT baHKOMaTa.

10. CneayeT coxpaHAaTb pacrnevyaTaHHble GAaHKOMATOM KBUTAHUMWU A4a MNOCAeAyoLEN CBEPKU
YKa3aHHbIX B HUX CYMM C BbINUCKOM N0 GaHKOBCKOMY CYEeTY.

11. He npucnywmBaiTecb K COBETAM TPETbUX JINLL, A TaKXKe He MPUHMMANTE MX MOMOLLb Npu
npoBeAeHUN onepaunii c baHKOBCKOM KapTol B baHKoMaTax.

12. Ecnv npu nposBefeHMM onepaumii ¢ 6aHKOBCKOM KapTo B 6aHKomate 6aHKoOmaT He
BO3BpalaeT 6GaHKOBCKYIO KapTy, ciaedyeT MNO3BOHUTb B KPEAWUTHYID OpraHusauuio no TtenedoHy,
YKa3aHHOMY Ha 6aHKkomate, U 06BACHUTbL 06CTOATENbCTBA MNPOM3OLLEALIEro, a TaKXKe caeayer
06paTUTLCA B KPEAWUTHYIO OPraHM3aumio - 3MUTEHT GAHKOBCKOM KapTbl (KPeAWUTHYH OpraHu3auuio,
BblAaBLIyi0 GaHKOBCKYIO KapTy), KoTopasa He 6biia Bo3BpalleHa HaHKoOmaTtom, W Aanee cnenosaTb
MHCTPYKLMAM COTPYAHUKA KPeauUTHOWM OpraHM3aumm.

PekomeHaaumu Npu NCnonb3oBaHUN 6aHKOBCKOM KapTbl
anAa 6e3HaNMyHOM onnaThbl TOBApOB M ycnyr

1. He MCI'IOJ'Ib3yV1Te 6aHKOBCKMe KapTbl B OpraHM3auunAx TOProssan WM yCcnyr, He Bbi3biBalOWUX
aosepuAa.

2. TpebyiiTe npoBeAeHUs onepaunii ¢ 6aHKOBCKOW KapTol TonbKo B Bawem npucyTcTBumn. 310
HGO6XOLI,VIMO B LEeNAX CHUXEeHMNA PUCKa HenpaBoOMepHOro noayyeHuAa Bawwinx NepCOHa/IbHbIX AdHHbIX,
yKa3aHHbIX Ha 6aHKOBCKO KapTe.

3. MNpu ucnonb3oBaHMmM 6GaHKOBCKOW KapTbl AaA oOnaaTbl TOBAPOB WM YCAYr Kaccup MOXKeT
notpeboBaTb OT BRagenbLa 6GAHKOBCKOM KapTbl NPeaoCcTaBUTb MAcnopT, NOAMMCATb YEK UM BBECTU
MUH. Nepep Habopom MUH cnepyeT ybeantbca B TOM, YTO NHOAN, HaXO4ALWMECA B HENOCPEACTBEHHOM
621130CTH, He cMmoryT ero yeuaeTob. MNepen Tem Kak noanucaTtb Yek, B 06a3aTenbHOM NOopsAAKe NpoBepbTe
CYMMY, YKa3aHHYIO Ha YekKe.

4. B cnyyae ecau npu nonbiTKe onnatbl 6aHKOBCKOM KapTol umena mecto "HeycnewHan"
onepauus, cneayet COXpaHWUTb OAMH 3K3EMMAAP BblAAHHOTO TEPMMHANOM YeKa ANA Moc/ieadyroLleit
NPOBEPKMN HA OTCYTCTBUE YKa3aHHOW onepaLmm B BbiNMCKe N0 6aHKOBCKOMY CYETy.

PekomeHAaUMKN NpU COBEPLIEHUN onepaLmii ¢ 6aHKOBCKOM
KapToit yepes ceTb MIHTEpHeT

1. He wcnonb3yinte MUH npu 3aKkase TOBapoB M ycayr yepes ceTb MHTEpHET, a TaKkKe no
TenedoHy/dakcy.

2. He cooblaitiTe nepcoHanbHble gaHHble UAM MHPOPMaUMIO O baHKoBCKoM(om) KapTe (cyeTe)
yepes ceTb MHTepHeT, Hanpumep NMUH, naponaun goctyna K pecypcam 6aHKa, CPOK AencTBmsa 6aHKOBCKOM
KapTbl, KPeAWUTHbIE IMMUTbI, UCTOPUIO ONepaLmii, NepcoHaNbHble AaHHbIE.

3. C uenblo NpefoTBpaLLeHUs HenpaBOMEPHbIX AEUCTBUIA MO CHATUIO BCEM CYMMbl AEHEMHbIX
cpeAacTB ¢ GaHKOBCKOrO cyeTa peKoMeHAyeTcAa AN OnnaTbl NOKYMNOK B ceTM MHTepHeT MCnoab30oBaTb
OoTAeNbHYl0 GaHKOBCKYl0 KapTy (Tak HasblBaemylo BUPTYaNibHYIO KapTy) C NpegefibHbiM NMMUTOM,
npegHasHavyeHHYIO TONbKO AR YKa3aHHOM LEeAn 1 He No3BOAAIOLLYI0 NPOBOANUTL C €€ UCMO/b30BaHNEM



onepauuu B OpraHM3aumMax TOProeau n ycayr.

4. CnepyeT NONb30BATbCA MHTEPHET-CAaiTaMM TOJIbKO M3BECTHbIX M MPOBEPEHHbIX OPraHusauumi
TOProBAW U YCAYT.

5. O6asatenbHo ybeautecb B MNPaBUALHOCTM a[pecoB MWHTEPHET-CAaNTOB, K KOTOPbIM
nogKntoYaeTecb M Ha KOTOpbIX cobupaeTecb COBEPLWWUTb MNOKYMNKM, T.K. MOXOXMWe agpeca MoryTt
MCNONb30BaTbCA ANA OCYLLECTBAEHUA HeNpaBoOMEPHbIX AeUCTBUN.

6. PekomeHayeTcs coBepllaTb MOKYMKM TOJIbKO CO CBOErO KOMMbIOTEPa B LENSAX COXpaHeHusA
KOHPUAEHUMANBHOCTU NEPCOHA/bHbIX AaHHbIX U (Man) nHbopmaumnmn o 6aHKoBCcKol(om) KapTe (cueTe).

B cnyyae ecan MOKyMKa COBeplIaeTcd C  WCMOJIb30BAHMEM  YYXKOMO  KOMMblOTEpa, He
PEKOMEeHAYEeTCA COXPaHATb Ha HeM MNepcoHasibHble JAaHHble W Apyrytlo WHPopmaumio, a nocne
3aBepLIEHMA BCEX OMNepaLmii HyXKHO ybeaunTbca, YTO NepcoHasibHble AaHHble U gpyrasa MHGoOpMauusa He
COXpaHMAUCb (BHOBb 3arpysus B 6Opaysepe web-cTpaHuUy npoaasLa, Ha KOTOPOM COBEPLUASIUCH
NOKYMKM).

7. YcTaHOBUTE Ha CBOW KOMMbIOTEP aHTUBMPYCHOE MporpammHoe obecrnedeHne U perynspHo
npoussoaute ero o6HoBNEeHME U OBHOB/IEHME APYIMX UCMNOMb3yeMbIX BamMn nNporpammHbIX NPOLAYKTOB
(onepaumMoHHON cUCTEMBI M MPUKNAAHLIX MPOrpaMm), 3TO MOXKeT 3almUTUTL Bac OT NPOHWKHOBEHMA
BPEOHOCHOro NPOrpamMmmMHOro obecrneyeHus.



